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ABSTRACT:

Vulnerability scanning employs software that seeks out security flaws based on a database of known flaws,
testing systems for the occurrence of these flaws and generating a report of the findings that an individual or an
enterprise can use to tighten the networks security.

In august 2010, a network perimeter security was conducted by Outpost24 together with Titu Maiorescu
University for 22 Romanian e-commerce companies, as participants to the event E-Commerce Award 2010 - 5"
edition 1. GPeC (http://www.gpec.ro) is an annual event dedicated to e-commerce companies where 80 criteria
are used to different tests by users and specialts and the best in different domains are rewarded.

The study was facilitating by Link2commerce, organizer of the event, and results had been presented during
the Award Gala, on September 02, 2010.

1. THE VULNERABILITY SCANNING METHODOLOGY

New security risks are discovered every day in commonly used applications, operating systems and network
components. These are used by hackers and criminals to carry out attacks. With the increased dependency on
information technology, the consequences of attacks are becoming increasingly severe. The victims are suffering
from losses related to interruption in business, bad publicity and exposure of confidential information.

Vulnerabilities are defects, bugs or misconfigurations in software that can be exploited by an attacker to
compromise the confidentiality, integrity or availability of information. Vulnerabilities in networked systems are
a major source of today’s information security risks, as they expose an organization and its assets to external
threats like black-hat hackers, crackers or plain criminals.

Vulnerability scanning typically refers to the scanning of systems that are connected to the Internet but can
also refer to system audits on internal networks that are not connected to the Internet in order to assess the threat
of rogue software or malicious employees in an enterprise.

Outpost24 provides an easy to deploy and user friendly solution to continuously assess your risk exposure.
Using our automated services is like having a highly skilled security team constantly probing your network to
discover vulnerabilities.

Identified vulnerabilities are rated and reported together with recommended remedy. The process of
correcting identified vulnerabilities is supported by workflow tools for delegating remediation tasks to
appropriate administrators.

The results can also be compared over time, to monitor trends in risk exposure.

In contrast to manual penetration testing, automated vulnerability scanning is typically performed very
frequently. This is important as new vulnerabilities are discovered in a high pace and your risk exposure
increases in proportion to elapsed time since the last assessment of your network. Outpost24's extensive
vulnerability database is updated on a daily basis. Other advantages of using our services include:
e Proprietary technology - All services delivered by Outpost24 are based upon our leading core
vulnerability scanning technology.
e 24/7 technical support - Unlimited phone and e-mail support provided by security experts.
o Ease-of-use yet flexibility - An easy-to-use web interface. By using the standard configuration you are
quickly up and running, whereas more advanced features can be used on-demand.
e Cross platform support - All commonly used operating systems, applications and network types can be
successfully assessed.
®  Maintains network availability - Several mechanisms to minimize possible network interruptions are
implemented and the user can schedule the scans with respect to individual requirements.
o Alignment with standards - Vulnerability information is aligned with the CVE (Common Vulnerability
and Exposures) standard for Information Security Vulnerability Names.



Outpost24 offers two products within this field. OUTSCAN is an on-demand service for Perimeter
Vulnerability Assessment and HIAB is a plug-and-play appliance for Internal Vulnerability Assessment. Both
solutions can be used independently, but together will provide you with a complete assessment of network.

2. THE VULNERABILITY SCANNING TOOL - OUTSCAN

The study used the vulnerability scanning tool - OUTSCAN, a Software as a Service (SaaS) solution, with
which only software security vulnerabilities that were exposed to the public internet were analyzed (Figure 1).
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Figure 1. The OUTSCAN architecture and functionality

All participating organizations had given their consent for the conducted vulnerability scans and each
company was afterwards confidentially informed about the identified weaknesses in their own network. Being a
study dedicated to companies from one industry the study allowed also to the participants to compare their own
results with general findings.

Since most of the e-commerce companies are using hosting services they were pleased to have an
independent opinion, was one the conclusions of the survey done after the event.

3. THE RESULTS OF THE STUDY

The vulnerability analysis revealed a total of 2035 vulnerabilities on 30 hosts run by 22 different
organizations.

This study analyzed vulnerabilities in networked computer systems that were accessible from the internet,
most being websites and email servers.

Vulnerabilities are defects, bugs or miss-configurations in software that can be exploit by an attacker to
compromise the confidentiality, integrity and availability of information. New vulnerabilities are discovered
every day, and in March 2010, the U.S. National Vulnerability Database (NVD) (http://nvd.nist.gov/) holds well
over 41 000 known vulnerabilities.

The Common Vulnerability Scoring System (CVSS) measures the relative severity of a vulnerability on a
scale from 0 (low) to 10 (high). CVSS is used by the National Vulnerability Database (NVD). Specification
available online at http://www.first.org/cvss/.

Thus, organizations that rely on dependable information systems need to frequently assess their exposure to
these vulnerabilities in order to be able to manage their risk. E-commerce companies are such organizations and
the study could be looked as a pilot which could be in the future one of the criteria of GPeC for establishing the
best in domain.



We present the results of a recent vulnerability exposure assessment conducted for 22 different organizations.
During the study it was done a small survey regarding vulnerability management solutions. The results show the
most vulnerable system types, service families and network ports. Limits of the survey were: no interview with
IT responsible was done and indicators are only an image, for trends a new survey will be need it. Key findings:

*  High-risk vulnerabilities make up 21.5% of the total number of identified vulnerabilities;

*  14% of hosts managed not to have high-risks, however all organizations suffered of risks;

*  Most vulnerabilities related to the CVE1 belongs to 2009, and the oldest were from 1999-2002;
*  Average risk according to CVSS2 score was 5.6 .

3.1 Analysis

The following analysis is based on the assessment of 2035 vulnerabilities on 30 hosts in 22 different
e-commerce organizations. To protect the identity of the participating organizations each has a hypothetic ID.
The purpose of the analysis is not to provide statistical proof for particular claims but to learn from examples to
help better protect all organizations assets.

The results are presented bellow:

a). Vulnerability services
HTTP, DNS and SSH are the most vulnerable services identified, followed by POP3, IMAP, SMTP
(Figure2).

smtp  mysql
39 % OT;:S

imap
4%
pop3
5% htlp
37%
ssh
10%

dns
34%

@ http mdns Ossh 0O pop3 mimap @ smtp | mysql O others

Figure 2. The most vulnerable services identified in study

b). Vulnerability families

PHP vulnerabilities were overall the most common, followed by those related to SSH and SSL. Also for
CVSS score >7 PHP is in top (Vulnerabilities with a CVSS score of 7 or more are considered ,,high-risk*. Below
7 is medium, below 4 is low).
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Figure 3. The most vulnerable families identified in study



Most vulnerable ports by share of found vulnerabilities with high, medium or low risk. The common web
ports 80 (HTTP) and 443(HTTPS) lead in all risk categories (Figure 4).
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Expunerea
porturilor

53
443
8443
8880

RISK MARE RISK MEDIU RISK MIC
PORT (CVSS>T) (4<CVSS<T) [CVS5<4) Total
4l 2% 3% 0% 2%
2 6% 3% 12% 4%
23 1% 1% 2% 1%
25 0% 0% 0% 0%
26 0% 0% 0% 0%
53 3% 32% 57% 34%
80 5% 5% 1% 5%
110 0% 2% 0% 1%
113 0% 0% 0% 0%
443 11% 13% 3% 12%
465 0% 4% 0% 3%
587 0% 0% 0% 0%
993 0% 6% 0% 4%
205 0% 5% 0% 4%
1422 1% 0% 2% 1%
1985 4% 2% 6% 2%
2200 1% 0% 2% 1%
2222 2% 1% 3% 1%
3306 2% 3% 5% 3%
5080 0% 1% 1% 0%
8443 18% 11% 3% 12%
8880 15% T% 3% 8%
8888 0% 0% 1% 0%

Figure 4. Example of port exposure detected

¢). Risk level of organizations

All analyzed organizations suffered of vulnerabilities (Figure 5).

However 14% managed not to have high risk vulnerabilities. 20% of the organizations are using a
vulnerability management solution and 47% took in consideration implementation of ISO 27001 standard -
ISMS (Information Security Management System) in the next period. The average severity score across all
identified vulnerabilities was 5.6.
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Figure 5. The risk level of organizations



3.2 Recommandation

Among the participating Romanian e-commerce companies in this study, many showed a low level of
vulnerability exposure and demonstrated that high-risk vulnerabilities are not inevitable. Based on their success,
we suggest the following actions to be taken by organization managers and network administrators:

e  Many of the found vulnerabilities had been publicly known for a long time. Establish an organizational
process to find and react on new vulnerabilities in a timely manner;

e All of the vulnerabilities identified in this study were found using automated vulnerability scanning
tools that are publicly available. Administrators should make increasing use of the automated tools in
order to be able to reduce their workload and conduct evaluations more frequently;

e As organizations change so do their IT systems and their exposure to vulnerabilities. The more dynamic
a network or a system becomes, the more frequent vulnerability exposure assessments should be carried
out.

4. CONCLUSIONS

E-commerce companies are forced to continuously maintain the protection of their networks. Traditionally,
this has been accomplished by creating barriers against attacks by investing in reactive security tools such as
firewalls, anti-virus tools and intrusion detection systems. In today's environment these reactive mechanisms
simply are not enough.

Instead of waiting for attacks to occur, there is a need to take a proactive approach. Only by using proactive
security tools that continuously identify security risks, it is possible to effectively manage and reduce the risk
exposure. Outpost24 offers leading solutions within the following fields:

e  Vulnerability Management - Proactively identify, manage and eliminate the security risks that make
attacks against networks possible

e PCI Compliance - Verify and prove that the handling of credit card data is in compliance with the PCI
Data Security Standard.

Conclusions of the survey done by Outpost24 Romania together with Titu Maiorescu University are:

e E-commerce companies in Romania should put a greater emphasis on information security issues;

e Increase the security culture in the e-commerce companies in Romania could make a difference in

results;

e  Vulnerability, security, risks and incidents are management problems, not only for the IT specialists.

All of the vulnerabilities identified in this study were found using automated vulnerability scanning tools
(OUTSCAN) that are publicly available. Administrators should make increasing use of the automated tools in
order to be able to reduce their workload and conduct evaluations more frequently.
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Abstract. Typically, to adapt the radio receiver at electromagnetic environment, it uses an automatic
sensitivity and/or gain control system. They are based on redundant control methods because it does not take
into account the probability of disturbance of receiver by the strong perturbations which cause intermodulation
products. For intermodulation products to enter the bandwidth occupied by the useful signal must
simultaneously fulfill three conditions:

1. the random process must to reach the threshold level of the arising intermodulation products;

2. the intermodulation products level has to be greater than the receiver sensitivity threshold, so that

their energy should not be masked by the internal noise;

3. the intermodulation products frequencies have to fall into the useful signal bandwidth.

The Software Radio (SR) technology allows the implementation of some algorithms using different
criteria for the adapting optimization radio receiver at electromagnetic environment. For these reasons we
propose that, after establishing the initial conditions, the receiver to be adapted to the electromagnetic
environment by using the maximum signal to noise ratio (SNR) criteria. This method does not require the
separation of the signal components from the receiver output (useful signal, noises, THD, new spectral
components due intermodulation, etc.).

The proposed algorithm takes into account that the initial protection, based on statistical criteria, is
redundant, therefore the transfer coefficient value of the attenuator is decremented until the nonlinear effects of
receiver are seen at the output. From this point of time, the algorithm seeking the objective function, then the
transfer coefficient value of the attenuator remains on hold until there is a significant change in initial
conditions.

Keywords: software radio, electromagnetic environment, analogue front-end, disturbance threshold,
dynamic range, optimization criteria, maximum SNR.

1. INTRODUCTION

In the context of a radio receiver, based on software radio (SR) technology, the signal processing steps,
between the antenna and the digital signal processor (DSP), are implemented in the receiver front-end interface.
This element contains two components, the analogic front-end and the digital front-end [1,2].

The interface functions are described by the characteristics of the input and output signals. The analog
input receives a variety of signals and perturbations from which a band B is selected. As we can observe in the
Figure 1, the band B contains several communication channels (N; channels of band B; of the service i). This
band contains also the target channel, centered on the radiofrequency carrier frequency f.= fzr. Among the
signals and perturbations that manifest in the band B, there may be some with a level so high, that it might lead
to a nonlinear behavior of the analogic interface and even of the entire receiver.



The interface output should supply a digital signal that is ready to be processed in the base band, with a
sampling frequency fg;, according to the received waveform. The received diginal signal is the target channel
with a band B;, centered on the carrier frequency f. = 0.

There are different methods of designing a receiver using the SR technology [1, 2], but the aim is to
place the Analog to Digital Convertor (ADC) as close to the antenna as possible, minimizing in this way the
analogic interface and widening the band of frequencies that is converted to digital.

B=%N,-5 LZJ¥ L
1 7 B=85 —= /s
/. analogic lligi?
ATENUATOR||| | _|INTERFATA INTERFATA P%;’g‘iﬁnu{f data;
PSA VARIABIL ANALOGICA, 5 DIGITALA . DE ]_3_—\2_—& ¥ —
P4 / Pgr | fs |
p P INTERFATA
grA z0int
x K

Fig.1 Generalized digital receiver

Regardless of the chosen design, the receiver can manifest false responses caused by insignificant
signals or perturbations. From this point of view, the super-heterodyne radio receiver architecture is the most
vulnerable because the target signal is affected by the overall noise at the receiver's input, manifested in its
passband, but also by the perturbations that end up in the signal's frequency band, either through additional
reception channels: liniar, non-linear or parametric nonliniar, or because of the perturbations frequency coincides
with the reception channel's frequency — inter-channel perturbations. The other versions of the receiver's
implementation are less vulnerable. In the case of an ideal SR receiver, false responses are caused only by the
non-linear behaviour of the stages within the analog interface. In the case of a direct conversion receiver, false
responses are also caused by the parametric non-linear effects that lead to an inverse conversion of the
heterodyne's noises under the influence of the perturbations manifested in the preselector's passband.

In order to adapt the receiver to electromagnetic conditions at the reception point, we have to consider
both the perturbations that generate fundamental nonlinearities such as : blocking the reception of the target
signal and cross modulation, and the additive perturbations such as internal and external noise, inter-channel
perturbations or new spectral components, that end up in the band of the target signal and are caused by
intermodulatins between strong signals or perturbations within the preselector's band.

The influence of all these perturbations affects tge signal/perturbation ratio th the receiver output and,
implicitly, the receiving quality of the useful signal. The adaptation of the receiver to the electromagnetic
behavior can be realized by the automatic control of the receiver sensibility. This operation implies the using of
a variable attenuator at the input of the analogic interface, with a transfer coefficient X <1, that modifies the

threshold E, according to [4]:
Eo =Eain/X )
where E;, - initial disturbing threshold of the analogic interface for X = 1

2. FUNCTIONAL RELATION BETWEEN THE OUTPUT RECEIVING POWER AND THE
SIGNAL/PERTURBATION RATION

The signal-to-perturbation ratio is an important parameter of a radio receiver that is carefully studied
during the design phase as well as during the system exploiting. The monitoring of the signal-to-perturbation
ratio in real operating conditions, when real signals and perturbation exist at the receiver input, allows the
adaptation of the receiver architecture to the real electromagnetic context, in order to maximize the signal-to-
perturbation ratio [4]. In order to prove this, we start from the signal-to-perturbation ratio expression the the
receiver output z:

z B @
Po+tR2etHR



Where : Ps — the power of useful signal at the receiver output; P20, Pre— the power of the internal an external

noises, respectively, transferred at the receiver output; Ph — the power of new spectral components power |,
transferred at the receiver output, created by the non-linear transformations in the receiver. In order to maximize
the signal-to-perturbation ratio, without the separation of the components of the output signal (useful signal,
internal and external noises, distortions), we analyze the summing process Y, at the receiver output :

YR et @)

Taking into account the notations in fig. ,where: x — represents the power transfer coefficient of the
input variable attenuator, K — the power gain in the receiver path ( on the one hand the analog and on the other
hand the digital signal processing), results:

=5 =S 2T S = (4)

where: PsA, Ps — the useful power signal at the antenna terminal and the receiver output, respectively; PzeA,

P, — the external noise power at the antenna terminal and receiver output, respectively; P,;;.., P,,— the

internal noise power at the input and at the receiver output, respectively; P,

grA’ Pgr— the power perturbations

grouped in the crossing band of the preselector at the antenna terminal and, respectively, into preselector
receiver, where the non-linear distortions affect the useful signal.

The power components resulting from linear transformations taking place in the analog interface - I:’n,
depends, on one hand, on some properties of nonlinear analog interface, highlighted by the transfer function,
which can be approximated by a polynomial of order n and, on the other hand, the power perturbations in the

crossing band of the preselector PgrA and the attenuation coefficient x :
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The relation (5) @(X) highlights the dependence of P, by x, representing a polynominal with the

same order as the nonliner transfer function analog interface. The summing process y and its components of the
value x are shown in fig. 2.
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Fig. 2 Dependence of the summing process Yy, its components and the signal/perturbations of the value of x

The analysis of this figure show that, at small values of the attenuator transfer coefficient, the most
important disturbances are due to the receiver internal noise, and, at high levels, it begins to rise up the influence
of the nonlinear effects which appear in the analogic interface and not only. In these circumstances, the



functional dependence between the signal/interference and the power summing process, both dependent of the
attenuator transfer coefficient value input x, will be :

ngx EBss Egk ©)

where we denote P, =P, - K as the power of the receiver output signal due to the absence of input

attenuator. To obtain a maximal signal/perturbations ratio, the first order derivate of z with respect of x must be

zero, which means:
=T
& (M
ERRNSE=E
From the relation above results that, in case of:

M <SP € Py 70 (8)

which is always true in practice, the optimal value of the attenuator transfer coefficient X = X, for which
the signal/perturbations ratio becomes maximal, corresponds to the condition:
xy_y
Do 9
oX X ®

As indicated in the fig. 2, from geometric point of view, this equation relates to the tangential line that
the characteristic y(x), that crosses the origin and the coordinates.

During the exploitation, the modification of the electromagnetic context, due to the frequency changing
or other parameters (e.g. the automatic amplification gain according to the useful signal level), will change the

dependence @(X) as well as the transfer coefficient of the receiver, K. Consequently, the optimal value of the
transfer coefficient of the attenuator, X = Xoptim (that lead to the maximal signal/perturbations ratio), will be

alos changing. Therefore, the condition (9) becomes general, independent of the causes that produce the
signal/perturbations ration changing.

3. INITIALIZATION OF THE TRANSFER COEFFICIENT OF THE ATTENUATOR

For a fast convergence of the automatic system adaptation to the electromagnetic context, the first

problem that must be solved is the initial value of the transfer coefficient of the attenuator, *0. This operation
should be done when the system is switched on or when an essential modification of initial conditions happens
(e.g., the change of operating frequency). In such conditions, the receiver must be protected against the strong
perturbations. For this purpose, we propose a statistical method based on the control of the dispersions of the
perturbations located in the preselector bandpass.

Knowing the operation frequency of the receiver as well as its performances, we can establish precisely

the receiver bandwidth B, that is much larger than the spectral band of the useful signal, B; . Therefore, if the

number of disturbing stations in the band pass of the preselector, N = B/Bi is sufficiently large, the

N
distribution law of the grouped perurbations & = Zi:1 &, , converge to a normal distribution (according to the

central-limit theorem). Let assume that a statistical analysis of the electromagnetic context is available, which is
possible for the cognitive radio system. In this case, we know the individual values of the dispersion of each
random process, &, (t) and, considering that the processes are independent, the summing process can be

computed as

A= (10)



If such statistical analysis is not available and considering that the random process cf(t) is ergodic, its
dispersion is computed as :

&:%ﬂf(t)i, (11)

The receiver protection condition implies that the level of the random process f(t)does not exceed the

distributing threshold E, (expression (1)). Consequently, the probability of the useful signal reception,
considering that the signals have a strong level at the input of the receiver, is :

PR -5 )= (12)
R e &

Imposing a given receiving probability of the useful signal P, , we can asses the disturbing level of the

Where :

preselector for a given bandpass, according to the initial data. For example [4], for P. =0,67, E, = 0o ; for
P. =099, E, =2,30,andfor P. =0,999, E, =30 .

g
Knowing the disturbing level of the analogic interface, E,;,, from (1), we can devise the initial value
of the transfer coefficient of the attenuator at the receiver input :

_  En
o Q(Fl?—élj (14)
2

Using the statistical method for initialization of the transfer coefficient of the attenuator at the receiver
input reduces the redundancy of the automatic sensitivity control. Indeed, two situations are possible
e either a part of the receiving channels will be irreversibily disturbed, because of the fact that the numerical
characteristics concerning the grouped perturbations are statistically predicted;
e either the protection ensured by the initial value x is redundant, especially when the receiver perturbations
happen in the non-linear additive channels. In this case, the intermodulation components will entry in the
usefull band

For these reasons, after establishing the initial conditions, the adaptation to the electromagnetic context
is required, using the signal/perturbation ratio maximization criterion.

4. IMPLEMENTATION SOLUTION

For implementation purpose, let us start from a following example : we suppose a receiver in SR
technology with a sensibility E higher than 1V , with a dynamic range of input signal and perturbations
D. . of 100 dB.

For simplification reason, we consider a analog digital converter (DAC) on b=16 biti, with a maximum
amplitude of 2 V peak-to-peak. Then, the quantification step of this converter is [3]:

smin

int

Ynhaxd o (18)
] :
and its range is :
Dpac =6,02-bdB =6,02-16dB =96,32dB. (16)

The amplitude gain of the analogic interface should be larger than :

=SS s an



For the adaptation to the electromagnetic context, the automatic control of the sensitivity should have a
control parameter larger than :

(18)

These results lead to a possible implementation using the variable gain amplifier LMH6517, that
contains a low noise amplifier with a gain of 22 dB and the automatic gain control of range 31,5 dB and a step of
0,5 dB. This device is well adapted with the DAC ADC16DV160. The diagram of such system is presented in
the figure 3.
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Fig. 3 Implementation diagram

In order to get the optimal value of the transfer coefficient of the attenuator, as indicated by (9), the
following parameters must be studied X, y, OX/dy . If :

% > % then X > X, i (19)
And if :
% < % then X < X, piim- (20)

The objective function, for a receiver with adaptive adaptation at the electromagnetic context based on
the sensitivity control according to the maximization of the signal/perturbations ratio, can be defined as :

-3 Y=
Or:
IS(x) <& (22)

where: & is the admitted error in (21).

From this expression, it follows that automatic adaptive system at the electromagnetic context, based on
the sensitivity setup according to the signal/perturbations ratio, must allow a periodic modification of the value
of attenuator coefficient. Nevertheless, this modification should remain small with respect of the initial value, so

that the variations of the output, Ay = dy, remain comparable with the total power of the noise. In the case

presented in the figure 3, we consider AX of 0,5 dB. In order to ensure a periodic modification of the attenuator
coefficient, a programmable device is used, for both initial values setup and the increasing/decreasing of the
attenuator coefficient with a step 0,5 dB. The control system is done according to the algorithm presented in the
figure 4.

5. CONCLUDING REMARKS

For the work presented in this paper, the following aspects can be concluded :
1. The maximization of signal/perturbations ratio at the receiver output, in operational conditions, can be
achieved by analyzing the functional dependence of the summing process power (at the receiver output) on the
input attenuation coefficient, without separating its component;



2. The adaptation algorithm can be easily implemented in the receiver structure if this one contains an

appropriate computing system.
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Fig. 4 The adaptation algorithm at the electromagnetic context

3. The adaptation algorithm takes into consideration the fact that the initial design, based on the statistic criteria,
is redundant. Therefore, the value of the attenuator coefficients is decreased until the nonlinear effects in the
receiver are perceptible (until the condition (19) is satisfied). From this moment, the objective function (22) is
checked. If the condition is “YES”, the system remains in stand-by until a significant modification of the initial
conditions happens. If “NO”, the value of attenuator transfer coefficient is incremented until the objective
function is achieved.

4. The proposed method reduces the redundancy of the protection system while the only the perturbations
coming from additional channels are taken into account.
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SUMMARY: The Black Sea represents the largest semi-enclosed sea in the world. Before January 1st, 2007 it
seemed to be far away from Brussels. But, after the accession of Romania and Bulgaria to the European Union, the
Black Sea has become a part of the Eastern border of this International Organization. Hence this is a region of
interest for the European Union not only geo-strategically, but also from the perspective of its different Policies. The
Common Fisheries Policy is, as outlined in the first part of this work, the European Union’s instrument for fisheries
management and aquaculture performed not only on the territory of the Member States in the European Union’s
fishing areas but also by fishing vessels flying the European flag in the waters of third countries or in international
waters. And nowadays, the maritime areas related to the conservation of living aquatic resources of Romania and
Bulgaria are managed, as developed in the second part of this paper, consistent with the standards of this European
Union’s Policy.

INTRODUCTION

Mainland Europe is surrounded by a profusion of islands, and its coasts are bathed by four seas (the
Mediterranean, the Baltic, the North Sea and the Black Sea) and two oceans (the Atlantic and the Arctic Ocean).
Our continent is a peninsula with 68,000 kilometres of coastline, longer than that of either of two other great
land masses, the United States of America and the Russian Federation. The maritime surface area that comes
under the sovereignty or jurisdiction of the Member States of the European Union (EU) is greater than that of
latter’s total land surface area. Consequently, more than two-thirds of the EU’s borders are coastal, whilst its
maritime spaces cover a larger area than its land spaces.

Furthermore, Europe also enjoys a presence, in the form of its ultra-peripheral regions, in the Atlantic
Ocean, Indian Ocean and the Caribbean Sea. The EU’s maritime interests are therefore many and varied,
affecting the whole of the area. At the same time, it is important to note that 22 of the EU’s 27 Member States
are coastal’, the capital cities of 7 Member States are located on the coast?, no-one living within the EU is more
than 700 kilometres from the sea and almost half of the EU’s total population lives at a maximum distance of 50
kilometres from the coast, the majority in urban areas along the coastline itself.

A further point to note is that 3 to 5% of the EU’s Gross Domestic Product (GDP) comes from industries
and services related with the sea, a figure that does not include the value of raw materials such as oil, gas or
fish, and that almost 90% of the EU’s external trade and over 40% of its internal trade is transported by sea. The
EU is also the undisputed world leader in terms of shipping, with over 40% of the global fleet. Similarly, it is
also the world’s first maritime power>. Shipping and ports are essential elements for international trade, and in
this regard the EU’s maritime ports register an annual traffic of 3.5 billion tons of cargo and 350 million
passengers. Finally, it should be noted that some 350,000 people work in the EU’s 1,200 ports and ancillary
services, generating a total added value amounting to close on 20 billion euros.

Turning now to fishing, it is important to note that the EU’s fishing fleet comprises over 97,000 vessels and
is extremely productive, placing the Union at the forefront of the global fishing industry. Some 260,000 people

! Namely Belgium, Bulgaria, Cyprus, Denmark, Estonia, Finland, France, Germany, Greece, Ireland, Italy, Latvia, Lithuania,
Malta, Poland, Portugal, Romania, Slovenia, Spain, Sweden, The Netherlands and The United Kingdom.

2 Athena, Copenhagen, Dublin, Helsinki, La Valletta, Lisbon and Stockholm.

3 particularly in the fields of navigation, shipbuilding technology, coastal tourism, marine energy (including renewable energy)
and ancillary services.



are estimated to be directly employed in the fishing sector in the EU, with each job at sea generating a further
four to five on land in the spheres of processing, packaging, transport and commercialisation, as well as in
shipbuilding, the manufacture of fishing gear, ship chandlers, maintenance companies and the like. At first sight
the contribution of fishing, in economic terms, to the wealth of the various EU Member States may appear to be
rather limited, but it should not be forgotten that this activity accounts for 10% of the workforce in more than
twenty of the EU’s peripheral coastal areas, and between 2 and 10% of total employment in a further eighty.

All of which has led the EU, as we shall see in Part | of this study, to equip itself with a true Common
Fisheries Policy. The incorporation of Romania and Bulgaria has meant that the waters coming under the
sovereignty or jurisdiction of these two Member States, related to the conservation of living aquatic resources
from there, are now subject to all the EU legislation applicable in the ambit of this Policy, with direct
consequences on part of the Black Sea, as we will have the opportunity to observe in Part 11 of this analysis.

l. THE LEGAL FRAMEWORK OF THE COMMON FISHERIES POLICY:

The Common Fisheries Policy (CFP) comprises a set of rules and mechanisms that cover the conservation
and exploitation of living aquatic resources (fish, crustaceans and molluscs) and aquaculture, including their
processing and commercialisation. These activities may take place within the territory of Member States or in
the waters under their sovereignty or jurisdiction, or may otherwise be carried out by fishing vessels flying the
flag of an EU member state in the waters of third-party states or in international waters.

The first sign of the EU’s interest in this area came in 1966, when the European Commission produced a
report dealing with some of these matters. It was not until the early nineteen-seventies, however, that the first
European legislation dealing with fisheries was introduced, restricted to a certain number of specific material
areas, namely organising the markets for fishery products, determining access to European funds for
modernising the industry and determining the right of vessels to fish in other Member States’ waters.

At the outset the CFP was linked to the Common Agricultural Policy, but then steadily diverged from the
latter as a result of the EU’s growth and development and the need to deal with specific problems affecting the
sector such as the conservation of resources and international fisheries relations. The Policy thus began to be
seen as the EU’s instrument for managing a common resource (fisheries and aquaculture) and fulfilling its
obligations under the primary legislation, or Treaties, of the time.

Fisheries achieved its position of definitive importance in January 1973 when Denmark, Ireland and the
United Kingdom, all of which had major fishing interests, became members of what is now the EU. Suffice it to
say that the sum of the total catches of these three countries was double that of the EEC’s six founding nations.
Ten years later, in 1983, the Council approved the first Regulations concerning the conservation and
management of fishery stocks, giving rise to the birth of what is colloquially known as ‘Blue Europe’.* The
entry of Spain and Portugal in the EU in 1986 brought with it a two-fold increase in the number of fishermen
employed in Member States, a 75% rise in fishing capacity and 65% more tonnage in the fishing fleet, whilst
fish production and consumption jumped by 45%. The challenge, therefore, was how to incorporate the new
members, with their considerable fishing interests, without endangering the CFP.

Since the early nineteen-seventies, when, as already mentioned, the first legislation in the matter of
fisheries was adopted, the CFP has undergone major change. In its current form it focuses on five key aspects:
the conservation and management of marine resources and the protection of marine ecosystems; the monitoring
and inspection of fishing activities; structural measures; the common organisation of markets in the fisheries
products and aquaculture sector; and last but not least, fishery relations and agreements with third-party states
and, where international waters are concerned, with international fishing organisations.

The legal foundations upon which the EU’s competences in fisheries matters currently rest are Articles 38-
44 of the Treaty of the Functioning of the European Union, which came into force on 1 December 2009
(reproducing Articles 32-38 of the Treaty establishing the European Community), which deal with agriculture
and fisheries: this is the first time that fisheries are expressly mentioned in the primary legislation. Furthermore,
Article 3.1.(d) states that the EU shall have exclusive competence in “the conservation of marine biological

* The most representative was the Regulation (EEC) No 170/83 of Council, of 25 January 1983, establishing a Community
system for the conservation and management of fishery resources, OJ L 24, 27.01.1983, p. 1.



resources under the common fisheries policy”, whilst Article. 4.2.(d) states that the Union shall have shared
competence in “agriculture and fisheries, excluding the conservation of marine biological resources”.

The current legal framework of the CFP is constituted, essentially, by three Regulations adopted by the
Council of Ministers in December 2002, and which came into force on 1 January 2003, namely Regulation (EC)
No 2371/2002 on the conservation and sustainable exploitation of fisheries resources under the Common
Fisheries Policy® (its aim being to ensure the long-term viability of the fisheries sector through the conservation,
management and exploitation of living aquatic resources, limitation of the environmental impact of fishing and
management of the fleet capacity, monitoring and applying the rules of the CFP); Regulation (EC) No
2369/2002 laying down the detailed rules and arrangements regarding Community structural assistance in the
fisheries sector®; and Regulation (EC) No 2370/2002 establishing an emergency Community measure for
scrapping fishing vessels’.

Finally, it should be noted that this legal framework is being reviewed again. In this regard, the European
Commission has published its Green Paper on the reform of the CFP in the first half of 2009. In this document,
significant innovations have been introduced, including those relating to a greater concern for the protection of
the marine ecosystem. At present, after the response of the European most important fishing operators, the
European Commission continues its work. The reform is scheduled to take effect in 2012.

1. THE POSITION OF THE BLACK SEA WITHIN THE EUROPEAN UNION’S COMMON
FISHERIES POLICY

As is well known, Romania and Bulgaria became Member States of the EU on 1 January 20072, and thus
the Black Sea is now part of the eastern borders of this International Organisation. Notwithstanding the new
dimension of the strategic importance of this geographic area for the EU®, already previously recognised on
several occasions by the Union as, for example, in the Communication of the Commission on Black Sea
Synergy, published shortly after the latest expansion of the EU had taken place’, the fact is that the Black Sea
waters under the sovereignty or jurisdiction of these two new Member States are now the responsibility of the
EU within the framework of the CFP. And, therefore, all the fishing activities taking place in the said maritime
areas have to be managed in accordance with the rules of this Policy.

Membership of the EU implies, for these two Balkan countries, that they now have to apply existing
Community legislation in this matter. In this regard, it is interesting to note that the Chapter on the CFP created
no major problems during negotiations for their joining the Union: Romania, for example, finalised negotiations
in the sphere of fisheries matters in June 2001, accepting all Community legislation in this field without
requesting any repeal or transition period applicable to this sector whatsoever™.

With regard to Bulgaria and Romania’s current position within the CFP, it should be noted that at present
neither of these two States fishes in the waters of other Member States, and nor do the other EU Member States fish
in the waters that come under their sovereignty or jurisdiction. Furthermore, the contribution of these two Member

50J L 358, 31.12.2002, p. 59.
®0J L 358, 31.12.2002, p. 49.

7 0J L 358, 31.12.2002, p. 57.
8 For an elaboration of the issues raised by the accession of Romania and Bulgaria to the EU, see: OANTA, G. A.: “Rumania y
Bulgaria en la Union Europea”, Revista de Derecho Comunitario Europeo, n° 29, 2008, pp. 91-132.

® Recognised as such by the European Parliament in its Resolution of 17 January 2008 on a Black Sea Regional Policy Approach
(0J C 41 E, 19.02.2009, point b). See also: COM (97) 597 final: Communication from the Commission to the Council - Regional
co-operation in the Black Sea area: state of play, perspectives for EU action encouraging its further development, Brussels,
14.11.1997. For an analysis of the geostrategic position of the Black Sea, see: MARCU, S.: El Mar Negro: geopolitica de una
region encrucijada de caminos, Ed. Universidad de Valladolid, VValladolid, 2007.

10 COM (2007) 160 final: Communication from the Commission to the Council and the European Parliament Black Sea Synergy
- A new regional cooperation initiative, Brussels, 11.04.2007, p. 7. For more details regarding the Black Sea Synergy, see:
EMERSON, M.: “The EU’s New Black Sea Policy. What kind of regionalism is this?”, Centre for European Policy Studies,
CEPS Working Document No. 297, 2008; HATTO, R.; TOMESCU, O.: “The EU and the Wider Black Sea Region: Challenges
and Policy Options”, Garnet Policy Brief, n° 5, 2008; LEMBKE, J.; VOINESCU, S.: “Enlarging the European Union to the Black
Sea: Strategic Implications and Prospects”, Studia Diplomatica, vol. LIX, n° 4, 2006, pp. 57-75.

™ In this regard, see: DUZGUNES, E.; ERDOGAN, N.: “Fisheries Management in the Black Sea Countries”, Turkish Journal of
Fisheries and Aquatic Sciences, n° 8, 2008, p. 186.



States to the overall activity undertaken within the framework of the CFP cannot be said to be significant; for
example, if we take the case of the EU fishing fleet, Romania occupies 19th place in the ranking (with 0.5% of the
total number of fishing vessels in Member State fleets), ahead only of Lithuania, Slovenia and Belgium, whilst
Bulgaria ranks 9th (with 2.6% of the total number of fishing vessels registered in the EU).*? With regard to the total
catches per Member State, in 2007 Bulgaria and Romania occupied the 18th and 20th places, respectively, of a
ranking led by Spain.™ Finally, as far as production (catches and aquaculture) is concerned, Romania ranked 20th
and Bulgaria 21st, ahead only of countries such as Malta, Cyprus, Slovakia, Austria and Slovenia.*

In connection with the above, it is also necessary to stress that although the EU fishing fleet has a presence
world-wide, the great majority of its catches come from the Northeast Atlantic and the Mediterranean. In terms of
total world catches per fishing area, in 2007 the Mediterranean and Black Sea accounted for 1.9%, placing it 11th in
the ranking.™

Nevertheless, the management of fishery resources in the maritime spaces of Romania and Bulgaria is closely
related to the condition of these stocks.™® The Black Sea is currently going through a delicate period as far as the
environment is concerned, and is faced with major ecological problems, experiencing a steady and continuous
decline of its ecosystem mainly due to the inadequate fisheries conservation measures at sea-basin level.'” Although
there is sufficient historical data testifying to the wealth of fishery stocks that once populated this maritime area®®, it
is none the less true that nowadays it is undergoing a reduction in biodiversity that has major negative consequences
for its coastal states, thus deprived of significant live aquatic resources.*® This situation is to a great extent due to a
variety of factors such as the massive chemical pollution of the River Danube, the presence of invasive species,
nuclear contamination, climate change, over-fishing and Illegal, Unreported and Unregulated fishing.?’

These environmental problems are compounded by the over-exploitation of fish populations, the European
Commission estimating that 24 of the fish species in the Black Sea have been depleted to below safe biological
limits. The situation is only comparable with that of the North Sea, these negative figures by far outstripping those
for fish populations in the Baltic Sea, the Atlantic Ocean and even for international waters as a whole.?*

A further inconvenience facing the EU in its management of Black Sea fishery resources coming under the
sphere of application of the CFP is the nature of the marine species that dwell there, with most fish populations
consisting of migratory species. Thus, they are resources that Bulgaria and Romania may share at any given moment
with other third-party Black Sea coastal states.”” In this context, the international legal framework applicable to
fishing in the Black Sea is of particular relevance. We refer, above all, to the activity undertaken by the General
Fisheries Commission for the Mediterranean (GFCM) and the Convention Concerning Fishing in the Black Sea.

12 Source: “Facts and Figures on the Common Fisheries Policy”, Basic Statistical Data, European Commission, Maritime Affairs
and Fisheries, Publications Office of the European Union, 2010, p. 11.

'3 |bidem, pp. 17 and 19-20.

 Ibidem, p. 14.

%% |bidem, p. 15.

16 On an analysis of the problems of environmental management of fisheries resources in the EU, see: SOBRINO HEREDIA, J.

M.; LOPEZ VEIGA, E. C.; REY ANEIROS, A.: La integracion del enfoque ecosistémico en la politica pesquera comin de la
Union Europea, Tirant lo Blanch, Valencia, 2010.

7 In this regard, see: COM (2009) 536 final: Communication from the Commission to the European Parliament, the Council, the
European Economic and Social Committee and the Committee of the Regions - Developing the international dimension of the
Integrated Maritime Policy of the European Union, Brussels, 15.10.2009, pp. 9-10.

18 Suffice it to say, now, among others, the case of the Phoenicians and Greeks who obtained substantial income from the Black
Sea fisheries resources.

19 On further development on the current environmental situation of the Black Sea, see: LERICOLAIS, G.: “La Mer Noire, un
espace environnemental en danger”, in CHATRE, B.; DELORY, S. (dir.): Conflits et sécurité dans I’espace mer Noire: L Union
européenne, les riverains et les autres, Editions Panthéon-Assas, Paris, 2009, pp. 79-86.

2 |n this regard, see: DUZGUNES, E.; ERDOGAN, N.: op. cit., p. 181.
2 Source: “Facts and Figures ...”, doc. cit., p. 4.
22 The Black Sea coastal states are Bulgaria, Georgia, Romania, Russia, Turkey and Ukraine.



The GFCM is a Regional Fisheries Management Organisation established by the FAO in 1949.% Its main
objective is to promote the development, conservation and rational management of living marine resources in the
Mediterranean and the Black Sea. Amongst its 24 members, in addition to the Mediterranean countries, including
Turkey, we also find Romania, Bulgaria and the EU, the latter adopting a very active position within the
Organisation. In our view, it is significant that the other Black Sea countries, namely Georgia, Russia and Ukraine,
have not joined the GFCM.

With regard to the Convention Concerning Fishing in the Black Sea, it should be noted that it was enacted on 7
July 1959 in the Bulgarian city of Varna by three countries bordering this sea: Bulgaria, Romania and the then
USSR. The Convention came into force on 21 March 1960; its principal objective being the rational utilisation of the
fishery resources of the Black Sea and the development of marine fishing, although in recent years there has been no
development whatsoever in this regard®.

The first step taken by the EU in the management of Black Sea fishery resources within the CFP was the
publication in December 2007 of Regulation (EC) No 1579/2007%, subsequently modified by Regulation (EC) No
1257/2008.%° Through the medium of these regulations the Council established, for the first time in history, fishing
opportunities for certain fish stocks in this sea and the specific conditions under which these may be used, in this
case for 2008.

Regulation (EC) No 1579/2007 was replaced by Regulation (EC) No 1139/2008 fixing the fishing opportunities
in the Black Sea for 20097, which was in turn replaced by Regulation (EC) No 1287/2009 fixing fishing
opportunities for 2010%.

With regard to these four regulatory actions, firstly it should be pointed out that in reality they only fix limits for
the catches of two species, turbot and sprat; and secondly, that they are of an annual nature, the EU having each year
to fix the fishing opportunities for the following year. As far as the fishing opportunities themselves are concerned,
in the four Regulations mentioned above the total admissible catches of turbot are divided equally between Romania
and Bulgaria, whilst the TACs for sprat may be fished only by vessels flying the flag of Bulgaria or Romania.

Nevertheless, there is no reason to rule out a possible extension of this list of species managed by the EU in the
future. A first step in this direction would be to establish a series of sustainable conditions in the long term.
Furthermore, since a proportion of the fishery resources in the Black Sea are shared with third-party Black Sea
countries, this objective would be feasible within the framework, for example, of fishery agreements enacted
between the EU and the said countries. However, it must be said that at present no such fishery agreement exists.?
Fisheries management and an appropriate approach to the Black Sea ecosystem require the involvement of all its
coastal nations.™® In our opinion, it is not also ruled out the possibility of setting up a Regional Fisheries
Organisation®" whose main objective would be precisely the management of Black Sea fishery resources.

2 For more details regarding the General Fisheries Commission for the Mediterranean (GFCM), see the web page:
www.gfcm.org On an analysis of its activity, see: CHURCHILL, R.; OWEN, D.: The EC Common Fisheries Policy, Oxford
University Press, Oxford, 2010, pp. 362-363.

24 Among others, see: TESSINARI, F.: “A Synergy for Black Sea Regional Cooperation: Guidelines for an EU Initiative”, Centre
for European Policy Studies, CEPS Policy Brief, No. 105, 2006, p. 7.

% Council Regulation (EC) No 1579/2007, of 20 December 2007, fixing the fishing opportunities and the conditions relating
thereto for certain fish stocks and groups of fish stocks applicable in the Black Sea for 2008, OJ L 346, 29.12.2007, p. 1.

% Council Regulation (EC) No 1257/2008, of 4 December 2008, amending Regulation (EC) No 1579/2007 fixing the fishing
opportunities and the conditions relating thereto for certain fish stocks and groups of fish stocks applicable in the Black Sea for
2008, OJ L 338, 17.12.2008, p. 1.

21 Council Regulation (EC) No 1139/2008, of 10 November 2008, fixing the fishing opportunities and the conditions relating
thereto for certain fish stocks applicable in the Black Sea for 2009, OJ L 308, 19.11.2008, p. 3.

28 Council Regulation (EC) No 1287/2009, of 27 November 2009, fixing the fishing opportunities and the conditions relating
thereto for certain fish stocks applicable in the Black Sea for 2010, OJ L 347, 24.12.2009, p. 1.

2 For further developments, see: CHURCHILL, R.; OWEN, D.: op. cit., p. 257.

% COM (2008) 391 final: Communication from the Commission to the Council and the European Parliament - Report on the first
year of implementation of the Black sea synergy, Brussels, 19.06.2008, pp. 3-4.

31 COM (2007) 734 final: Proposal for a Council Regulation fixing the fishing opportunities and associated conditions for certain
fish stocks and groups of fish stocks applicable in the Black Sea for 2008, Brussels, 20.11.2007.



Finally, we should not forget that, and as stated in the Introduction, the EU is currently engaged in a full-scale
reform of its Common Fisheries Policy, the third in its history. The first of these took place in the early nineteen-
nineties; the second concluded with the approval of various Regulations on 20 December 2002, referred to in Part |
of this study; and the third will come into effect as of 1 January 2013. To this end, in April 2009 the European
Commission unveiled its Green Paper on the reform of this Policy, launching a broad public consultation and
inviting contributions from a broad spectrum of interested parties as to the future face of European fisheries.*
Needless to say, all the measures included in the new CFP will apply to Romania and Bulgaria alike.

CONCLUSIONS

Although Romania and Bulgaria have each declared a 200 nautical mile Exclusive Economic Zone (EEZ), it is
nevertheless true to say that the EU only enjoys a fairly limited area of influence in the Black Sea.

At the present time, the surface area of the waters coming under the sovereignty or jurisdiction of the four Black
Sea countries that are not EU Member States, namely Georgia, Russia, Turkey and Ukraine, is much greater than
that appertaining to Romania and Bulgaria. This situation, in our opinion, would, however, change substantially if
and when Turkey joins the EU.

As things currently stand, it is our view that the main consequence of the entry of Romania and Bulgaria in the
EU is that the waters of this International Organisation now include part of the Black Sea. The fact that the waters of
these two Member States are now EU waters implies, amongst other consequences, that all the measures in the CFP
referred to in Part | of this study are fully applicable to such waters, and, furthermore, that the responsibility for the
management of the fishery resources in this area now corresponds to the EU, as detailed in Part Il of this analysis.

It will thus depend to a great extent on Romania and Bulgaria to make the most of the opportunities presented
by the current proposals for reform of the CFP, which include topics of enormous relevance for the matter in hand,
such as helping natural resources to recover, ensuring that fishermen have access to abundant fish stocks, providing
the processing industry with competitive access to its raw material, maintaining employment in the fishing industry,
offering consumers a wider range of high-quality fish, ensuring that retailers and consumers can be sure that the fish
they sell and buy comes from sustainable and well-managed fisheries, and providing greater opportunities for
economic diversification in coastal communities.

Regardless to this, we must not forget that the CFP is more than conservation and management of fisheries
resources. In this sense, it should be stressed that Romania and Bulgaria have had to adapt its rules on fisheries
markets to the abundant and constrained EU’s legislation in this area. Also, the policy aspects of fisheries structures
can not be forgotten, which can have a significant impact on the state of the obsolete Bulgarian and Romanian
fishing fleet. And, finally, we can not fail to mention the international fishery policy, then, who knows?, if someday
Romania return as in the past to have offshore fleet and fish under the umbrella of the EU fishing agreements in

waters of third countries.
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ABSTRACT:

Security design patterns have been proposed recently as a tool forthe improvement of software security
during the architecture and designphases. Since the apperance of this research topic in 1997, several
catalogs have emerged, and the security pattern community has produced significant contributions, with many
related to design. In this paper, we survey major contributions in the state of the art in the field of security design
patterns and assess their quality in the context of an established classification. From our results, we determined a
classification of inappropriate pattern qualities. Using a Six Sigma approach, we propose a set of desirable
properties that would prevent flaws in new design patterns, as well as a template for expressing them.

1. INTRODUCTION

Good application design is often rooted in appropriate design strategies and leverages proven best practices
using design patterns. Design strategies determine which application tactics or design patterns should be used for
particular application security scenarios and constraints. Security Design patterns are an abstraction of business
problems that address a variety of security requirements and provide a solution to the known security related
problem(s). They can be architectural patterns that depict how a security problem can be resolved architecturally
(or conceptually), or they can be defensive design strategies upon which secure code can later be built.

Core security patterns is a collection of proven design patterns for delivering end-to-end security in J2EE
applications, Web services, identity management, and service provisioning. These security patterns differ from
traditional infrastructure security design patterns in terms of addressing the end-to-end security requirements of
an application by mitigating security risks at the functional and deployment level, securing business objects and
data across logical tiers, securing communications, and protecting the application from unauthorized internal and
external threats and vulnerabilities.

Typical to Gang-of-four patterns, Core security patterns are structured and represented using a standard
pattern template that allows expressing a solution for solving a common or recurring problem. The template
captures all the elements of a pattern and describes its motivation, issues, strategies, technology, applicable
scenarios, solutions, and examples.

2. SECURITY PATTERN MODEL
To facilitate using the security patterns, we adopted a pattern template that consists of the following:
e  Problem: Describes the security issues addressed by the pattern.
e Forces: Describes the motivations and constraints that affect the security problem. Highlights the
reasons for choosing the pattern and provides justification.
e  Solution: Describes the approach briefly and the associated mechanisms in detail.
o Structure: Describes the basic structure of the solution using UML sequence diagrams and
details the participants.
o Strategies: Describes different ways a security pattern may be implemented and deployed.
o  Consequences: Describes the results of using the security pattern as a safeguard and control measure. It
also describes the trade-offs.
o  Security Factors and Risks: Describes the factors and risks to be considered while applying the pattern.
e  Reality Checks: Describes a set of review items to identify the feasibility and practicality of the pattern.
e  Related Patterns: Lists other related patterns from the Security Patterns Catalog or from other related
sources.

3. CORE SECURITY PATTERNS CATALOG

The figure 1 illustrates how Core Security Patterns are represented in delivering end-to-end security of a
J2EE based application architecture and how it is related in aspects of role and responsibilities in various
components and logical tiers - such as Web Tier, Business Tier, Web Services Tier, and Identity Tier. In the
following sections, we briefly discuss how each pattern is represented specific to its logical tier, how they relate
to each other with coexisting component tiers and finally how it contributes to the end-to-end security of an
application.
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Fig. 1 Representation of Core Security Patterns

4. CLASSIFICATION OF WEB TIER SECURITY PATTERNS

Pattern Name

Standards &

Description

Related Patterns

Technologies
Authentication = HTTPS; This pattern illustrates how a J2EE based Context Object [CJP];
Enforcer SSL/TLS; application client should authenticate
IPsec with a J2EE application. Intercepting Filter [CJP]
JAAS;
JSSE;
JCE;
JGSS;
Authorization JACC This pattern illustrates how authorization Context Object;
Enforcer JAAS; should be enforced after user
JSSE; authentication with a J2EE application. Intercepting Filter [CJP]
JCE;
JGSS;
Intercepting JSP This pattern refers to secure mechanisms Message Inspector;
Validator Servlets for validating parameters before invoking Message Interceptor

a transaction. Unchecked parameters may
lead to buffer overrun, arbitrary
command execution, and SQL injection
attacks. The validation of application-
specific parameters includes validating
business data and characteristics such as
data type (string, integer), format, length,
range, null-value handling, and verifying
for character-set, locale, patterns, context,
and legal values.

Gateway




Secure Base JSP
Action Servlets

The secure base action is a pattern for
centralizing and coordinating security-
related tasks within the Presentation Tier.
It serves as the primary entry point into
the Presentation Tier and should be
extended, or used by a Front Controller.
It coordinates use of the Authentication
Enforcer, Authorization Enforcer, Secure
Session Manager, Intercepting Validator,
and Secure Logger to ensure cohesive
security architecture throughout the Web
Tier.

Refer to Chapter 9, “Securing the Web
Tier: Design Strategies and Best
Practices,” for details.

FrontController [CJP];
Command|[GoF];
Authentication Enforcer;
Authorization Enforcer;
Secure Logger;

Intercepting Validator

IMX;
Java API for
logging

Secure Logger

This pattern defines how to capture the
application-specific events and
exceptions in a secure and reliable
manner to support security auditing. It
accommodates the different behavioral
nature of HTTP servlets, EJBs, SOAP
messages, and other middleware events.

Abstract Factory
Pattern|[GoF];

Secure Pipe;

HTTPS;
SSL/TLS;
IPsec
JSSE

Secure Pipe

This pattern shows how to secure the
connection between the client and the
server, or between servers when
connecting between trading partners. In a
complex distributed application
environment, there will be a mixture of
security requirements and constraints
between clients, servers, and any
intermediaries. Standardizing the
connection between external parties using
the same platform and security protection
mechanism may not be viable.

It adds value by requiring mutual
authentication and establishing
confidentiality or non-repudiation
between trading partners. This is
particularly critical for B2B integration
using Web services.

Message Interceptor
Gateway

Servlets
JAX-RPC
SAAJ

Secure Service
Proxy

This pattern is intended to secure and
control access to J2EE components
exposed as Web services endpoints. It
acts as a security proxy by providing a
common interface to the underlying
service  provider components (for
example, session EJBs, servlets, and so
forth) and restricting direct access to the
actual Web services provider
components. The Secure Service Proxy
pattern can be implemented as a Servlet
or RPC handler for basic authentication
of Web services components that do not
use message-level security.

Proxy [GoF]
Intercepting Web Agent;
Secure Message Router;

Message Interceptor
Gateway;

Extract Adapter
[Kerievsky]

Servlets
EJB

Secure Session
Manager

This pattern defines how to create a
secure session by capturing session
information. Use this in conjunction with
Secure Pipe. This pattern describes the
actions required to build a secure session
between the client and the server, or

Context Object [CJP]




between the servers. It includes the
creation of session information in the
HTTP or stateful EJB sessions and how
to protect the sensitive business
transaction information during the
session.

Intercepting
Web Agent

JMX
Web server
plugin

This pattern helps protecting Web based
J2EE applications through a Web Agent
that intercepts requests at the Web
Container and provides authentication,
authorization, encryption, and auditing
capabilities.

Proxy [GoF]

Table 1. Web Tier Design Patterns Classification

5. BUSINESS TIER SECURITY PATTERNS

Pattern Name

Standards &

Description

Related Patterns

Technologies

Facade

Audit Java API for Works in conjunction with the Secure Secure Logger
Interceptor Logging; Logger pattern provides Intercepting Filter [CJP]
Log4] instrumentation of the logging aspects
in the front, and the Audit Interceptor
pattern enables the administration and
manages the logging and audit in the
back-end.
Container EJB This pattern describes when and how to  Secure Pipe
Managed declare security-related information for
Security EJBs in a deployment descriptor.
Dynamic IMX This pattern provides dynamically Secure Pipe;
Service adjustable instrumentation of security
Management components for monitoring and active  Secure Message Router
management of business objects.
Obfuscated JCE This pattern describes ways of Transfer Object [CJP];
Transfer Object protecting business data represented in
transfer objects and passed within and
between logical tiers.
Policy Delegate  JACC This pattern creates, manages, and Secure Base Action;
EJB administers  security = management
XACML policies governing how EJB tier Byginess Delegate [CIP]
objects are accessed and routed.
Secure Service EJB This pattern provides a session facade Secure Service Proxy;

that can contain and centralize complex

interactions between business

components under a secure session. It

provides dynamic and declarative

security to back-end business objects in

the service fagade. It shields off foreign

entities from performing illegal or

unauthorized service invocation
directly under a secure session.

Session information can be also

captured and tracked in conjunction

with the Secure Logger pattern.

Refer to Chapter 10, “Securing the
Business Tier — Design Strategies and

Best Practices,” for details.

Session Facade [CJP]




Secure Session
Object

EJB

This pattern defines ways to secure
session information in EJBs facilitating
distributed access and seamless
propagation of security context.

Refer to Chapter 10, “Securing the
Business Tier — Design Strategies and
Best Practices,” for details.

Transfer Object [CJP];

Session Facade[CJP]

Table 2. Business Tier Security Patterns

6. WEB SERVICES TIER SECURITY PATTERNS

Pattern Name Standards & Description Related Patterns
Technologies
Message XML This pattern checks for and verifies the Message Interceptor
Inspector Encryption; quality of XML message-level security Gateway,
XML mechanisms, such as XML Signature Secure Message Router
Signature; and XML Encryption in conjunction
SAAJ; with a security token. The Message
JAX-RPC; Inspector pattern also helps in verifying
WS-Security; and  validating applied security
SAML,; mechanisms in a SOAP message when
XKMS; processed by multiple intermediaries
(actors). It supports a variety of
signature formats and encryption
technologies used by these
intermediaries.
Message JAX-RPC; This pattern provides a single entry Secure Access Point,
Interceptor SAAJ; point and allows centralization of Message Inspector, Secure
WS-Security security enforcement for incoming and Message Router
Gateway XML outgoing messages. The security tasks
Signature; include creating, modifying, and
XML administering security policies for
Encryption; sending and receiving SOAP messages.
SAML It helps to apply transport-level and
XACML message-level security mechanisms
WS-* required for securely communicating
with a Web services endpoint.
Secure Message WSS-SMS This pattern facilitates secure XML Secure Access Point,
Router XML communication with multiple partner Message Inspector, Message
Signature endpoints that adopt message-level Interceptor Gateway
XML security and identity-federation
Encryption mechanisms. It acts as a security
WS-Security intermediary component that applies
Liberty Alliance = message-level security mechanisms to
SAML deliver messages to multiple recipients
XKMS where the intended recipient would be

able to access only the required portion
of the message and remaining message
fragments are made confidential.

Table 3. Web Services Tier Security Patterns Classification

7. IDENTITY MANAGEMENT AND SERVICE PROVISIONING

Pattern Name

Standards &

Description

Related Patterns

Assertion
Builder

Technologies
SAML,;
Liberty
Alliance

This pattern defines how an identity
assertion (for example, authentication
assertion or authorization assertion) can
be built.

Single Sign-on Delegator




Credential SAML,; This pattern describes how a principal’s  Secure Session Object

Tokenizer Liberty security token can be encapsulated,
Alliance embedded in a SOAP message, routed,
and processed. .
Single Sign-on SAML; This pattern describes how to construct a  Service Locator [CJP]
(SSO) Delegator Liberty delegator agent for handling a legacy Business Delegate [CJP]
Alliance system for single sign-on (SSO).
Password SPML This pattern describes how to securely
Synchronizer synchronize principals across multiple

applications using service provisioning.

Table 4. Identity Management and Service Provisioning Classification
8. CONCLUSIONS

In this paper, we reported a survey on the state of the art of security design patterns and found important
undesirable properties in them. Basing ourselves on those results, and using a Six-Sigma approach, we were able
to determine the desirable properties of security design patterns as an engineering product. Furthermore, we
proposed a new template for pattern description that would allow to better specify patterns in the future.

In future research, we aim at defining new patterns for representing, managing and implementing security

policies, as well as providing their usage-specific instances.
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ABSTRACT

This paper emphasizes a modern technology that can be used for modeling, simulating and analyzing
systems, no matter how complex they’d be.

This technology is represented by Colored Petri nets class, networks that derive from the classic theory of
Petri nets, theory initiated by Carl Adam Petri in order to develop a mathematical theory proper for studying
information processing systems based on communication, synchronization, parallelism and competition.

Colored Petri Nets are Petri networks of high level, in which different types of tokens under a certain
location are distinguished by different colors, and for which concepts of communication, synchronization and
shared resources play a central role.

The success of CPN is given, actually, by the fact that they can develop simultaneously models in all three
domains: theoretic, software processing, and practical industrial applications.

Keywords: location, transition, flow relation, arch inscriptions, Petri nets, Colored Petri Nets.

1. INTRODUCTION

The history of Petri nets started in 1962, with the emergence of doctoral work , Kommunikation mit
Automaten” of Carl Adam Petri, a German-born mathematician, paper work presented at Technical University of
Darmstadt, in July 1961, and the thesis was sustained in June 1962 [1].

The first class of Petri nets was called Condition/Event Petri nets (CE-net). This net model allows each
location to contain at least a token. The location is considered to be represented by a booleana condition, which
can take value of “true” or “false”. In the next years, a big number of scientists have contributed in developing of
new network models, basic concepts and analysis methods.

Petri nets came the focus of researchers shortly after they appeared, because they have a series of
fundamental advantages: simplicity, generality and adaptability.

Over the years, the theory of Petri nets followed two directions of developing:

A. Formal theory of Petri nets- by which were developed methods, means and notions necessary for using Petri
nets.

B. Applied theory of Petri nets- aimed at the development of certain instruments, so by using Petri nets, to make
direct modeling systems, even more, the systems to be implemented, analyzed, validated and verified, involving
the obtain of reference results.

For Petri nets, starting point is the transitional system, considered as the simplest model of distributed system
possible.

By refining successively, it gets to Petri net concept.

Petri nets are an instrument for the research of systems using models.

In many research domains, the real system behavior is studied not directly on the system, but indirectly,
using the model.

Classic theory of Petri nets allows to a system to be modeled by a Petri net, thus realizing a system
mathematical representation. After that, Petri net analysis can give important information about the structure and
the dynamic behavior of the modeled system, giving the possibility to be used for evaluating the modeled system
and for suggesting improvements or changes.

The model is, basically, a representation, mostly trough mathematical terms, for what predicts to be the most
important features of the object or the system that aims at studying. By studying the model of the wanted system,
can be given information of certain value without involving costly expenses.

Modeling distributed systems using Petri nets is made at a level state: determine what actions occur in
system, which states are prior to these actions and in which states the system will be after the actions occur. By
simulating the model of states through Petri nets is obtained the description of system behavior.

Thereby, for an easier description and modeling of systems, there were developed the Colored Petri Nets,
abbreviated CPN or CPNs, which have emerged as a promising theoretical model, doubled by a full-fledged
programming language for design, specifications, simulation, validation and implementation of large software
systems (and other systems in which human been and/or computers communicate through rules more or less
formal).
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Colored Petri nets stand are distinguished by developing a very useful soft, CPN-Tool, which is a variety of
instruments such as editing, simulation, state space analysis and performance analysis of systems modeled by
CPN.

CPN models are formal, in that the modeling language CPN has a mathematical definition for it’s syntax, as
for semantics. That means that they can be used for checking systems properties, namely , they prove the fact
that certain wanted properties are met and that for some unwanted properties, the guarantee of their absence.

Checking properties of systems is supported by a number of methods played by the state space. The basic
idea of state spaces is to calculate all the states accessible and the state changes of model CPN and is represented
as an oriented graph where the nodes are states and the transitions that occur are events, the connection between
states and locations or between transitions and states is made by arcs.

In essence, the application of formal methods denotes mathematical approaches in software / hardware
development activities, such as specifications, design, validation, verification and implementation. Thus, formal
methods, characterized by mathematical techniques, provide a rigorous foundation for systems development.
Although formal methods are rarely considered applicable, they are just beginning to become widespread in
industrial scale. This change was mainly produced in recent years.

Formal methods are usually introduced in development when critical conditions occur, such as safety or life
critical systems, and where systematic testing is difficult.

Typical applications of CP Nets are communication protocols [6], data networks [7], distribution algorithms
[8] and embedded systems [9]. CP Nets are also applicable more generally to model systems where concurrency
and communication are key characteristics. Examples of these are business processes and workflow modeling,
production systems, agent systems.

Stressed that it is necessary for practical use of CP Nets and tools for computer support is sufficient an
intuitive understanding of syntax and semantics of CPN modeling language.

This is analogous to using common programming languages like Java, which are successfully implemented
by developers, even those who are not usually familiar with formal definitions of languages.

This feature underlies some important properties of CP Nets that can be taught and learned without studying
the related formal definitions. Practical application of CPN modeling and analysis rely heavily on the existence
of tools that support creating and manipulating models.

CPN Tools [10] is a suite of editing tools, simulation, state space analysis and performance analysis of CPN
models. CPN Tools utility works directly on the graphical representation of the CPN model. (GUI) of CPN
Tools is based on interaction techniques, such as tool palettes, etc. A license for CPN Tools can be obtained free
via web pages CPN Tools [10]. CPN Tools is available for MS Windows and Linux.

2 THEORETICAL CONSIDERATIONS

The aim of mathematical methods is to study the evolution and properties of modeling system, and these
properties are modeled by mathematical objects or properties of the mathematical model, which means finding
ways of calculation (decision algorithms) of these properties.

Such a mathematical object can be represented by structures cover for Colored Petri nets, with which can
solve some problems of decision(that is: the cover issue, the limit issue, pseudo-viability issue, finite graph
accessibility problem, the problem finite-accessibility needle shaft, etc.) and can measure the degree of network
competition.

Colored Petri nets are based on the observation that the labeled transition systems, but also in distributed
systems, concepts of state and transition are very important.

Definitionl. It’s called Petri net, abbreviated PN, X = (S, T, F) where:

SUT # Q.
SNT= .
Fe (SxT) u (TxS) so that dom F U imag F =SUT .

Items of crowd S are usually called locations and represent states which may find the system at a certain
time. They can score a variable number of data. The location plan can be represented by: circles, ellipses.

Fig. 1

T crowd elements are usually called transitions. These are elementary changes to data distribution over the
network locations. Transitions can be represented by: rectangles, squares.
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F is called flow relation of the network.
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Colored Petri nets were made in 1979 by Kurt Jensen [2, 3, 4, 5], and are a graphic language with the general
purpose of building models and modeling, simulation and analysis of their properties.

Derived from classical theory of Petri nets, Colored Petri Nets theory maintains the basic syntactic elements -
which are essentially locations, transitions, arcs - but also introduces the concept of "inscriptions" and if the first
three concepts can be expressed graphically, the fourth concept can be expressed only verbatim.

[ins] @+0

Inscriptie Inscriptie
are . arc
Tranzitie

I ipt . 1 ipti
nscriptie e nseriptie

input (J;

output ();

action

Fig. 4

Inscriptions on the arch are given by functions and are used to determine the quantity of tokens that can move
between states. The role of "guards" is to filter and restrict possible events. Sets of colors are specified on
locations and the initial marking determine the initial configuration states of a CP net. Also CP Nets include
support for modeling widely through hierarchical decomposition of transitions. For this reason, CP Nets became
known and have been applied in many fields such as government, military, education, latest technologies, listing
only the general areas that have purchased a license from the University Working Group CPN Aarhus.

Formal definition is the one that made possible the development of formal methods of analysis that can prove
whether a particular network CP has certain properties (for example, absence of deadlock, marking trap,
components associated countries, etc.).

Definition 2.Is called Colored Petri Net a tuple CPN = (P,T,4,2,V,C,G,E, I) where :

1. § — represents a finite crowd, whose elements are named locations.

2. T —represents a finite crowd, whose elements are called transitions.

The two crowds must meet the conditions: S o7 #& and SN T =&

3.4 cSXT U T xS —represents the crowd of arcs that connect locations with transitions and transitions with
locations.

4. X -represents a finite crowd of color sets, different of the empty crowd.

5.V —represents a finite crowd made of variable types, so that Type[v]eX for all veV variables.

6. C : S— X -represents the color set function that assigns a color set to each location.

7. G : T -EXPRV —represents guard function that assigns a guard to each transition 7 so that
Type[G(t)] = Bool.

8. E : AEXPRV - represents the function of arch expression, which assigns an arc expression to each arch
so that Type[E(a)] =C(s)us, where s is the location connected to arch “a”.

9.1: P—EXPR -represents initializing function that assigns an initializing expression to each location s so
that Type[I(s)] =C(s)ms-

For example we present a model system using Colored Petri nets together with a suite of related tools.
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3 MODELING THROUGH A COLORED PETRI NET A COMMUNICATION PROTOCOL
BETWEEN TWO SERVERS ON THE INTERNET.

System model is taken from everyday activity, namely a communication protocol between two or more
locations. Consider the announcement by the University Titu Maiorescu “Titu Maiorescu University invites to
the fourth edition of the international conference held under the auspices <Education and Creativity based on
knowledge! >”.

Ad is placed on the UTM server, and from here through the use of dedicated services, it goes on the Internet.
After its appearance on the Internet, those interested to attend the conference require different explanations, so
they can comply with the requirements of writing and time of the organizers.

3.1 Model description
Suppose that University Titu Maiorescu launches on the Internet the invitation to the 4th international
conference which organizes in the university. Also assume that the Information Technology Faculty of Bucharest
University see the invitation and wants to participate with work in field <Education and Creativity based on
knowledge!> discussed to the conference, and so announces the organizing committee its intention to participate,
but requires additional clarification and participation regarding conditions of participation and the time period.
For this purpose we use a Colored Petri net [2,3,4] made of 13 locations and 7 transitions.
The locations are following:
SEU —location where it’s believed that server of University Titu Maiorescu is, from where is launched on the
Internet the invitation to the conference.
GAT - location which represents the server that translates the packages from local network to the Internet
RU1 — location where are routed the packages from local network to the Internet.
RU2 — location where can be routed the packages from local network to the Internet, if the first router isn’t
available.
RU3 — location where can be routed packages from local network to the Internet, if the other routers don’t allow
it.
SEI — is an internet server where the initial message is recomposed, from the packages that passed through
routers RU1, RU2 and RU3.
INT — represents an Internet server where will be placed the University Titu Maiorescu invitation.
SEC — represents a client server from where the organizing committee is announced about intentions to
participate.
UTM - represents a server of organizing committee on which is received the participating work.
A, B, C, D — are helping locations that allow ordering and reordering the packaged containing messages between
the two universities.
The transitions are:
tl — indicates action of sending the data packages from location SEU to GAT.
t2 — indicates action of distributing the packages to the 3 routers.
t3, t4, t5 — transitions which indicates actions of transferring the packages, respectively from routers RU1, RU2,
RU3 to SEI server where the original message is recomposed.
t6 — represents action of placing the initial message on the Internet server INT.
t7 —represents action of sending to server UTM the intention of participating through server SEC.
We use the color family F= { INT, DATA, INTxDATA, M, Q }.
Color the locations SEU, GAT, RU1, RU2, RU3, SEI and SEC using the set of colors INTxDATA, locations
UTM and INT using the set of colors DATA=string and locations A, B, D using the set INT =int and location C
with the set of colors M = {m }.
Inscriptions on arcs allow data packets travel between different locations.
Consider the locations in the order given by the vector:
( SEU, GAT, RU1, RU2, RU3, SEI, B, INT, SEC, UTM, C, D, A).
Using the tool CPN-Tools we obtained the Colored Petri Net from fig. 1, where can be noticed the elements
described above.

3.2. Network functioning
Network evolution starts from initial marking £/, given by :
Hy = ((1,"Universitatea....),0,0,0,0,0,10,"",(1,"Dorim ..... ), "",0,4,1)’ where 0 is the empty multiset and * * is

the empty string, marking, containing the two messages sent between Universities. This marking is shown in
Fig.1.
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Fig. 1
After this network operates, it gets to the final marking H given by:
£2=(0,0,0,0,0,0,0," Universtitatea Titu....",0," Dorim sa...",10,0,11)
On this marking, that can be seen in fig.2, we find the two messages that amrks location INT and UTM.

1" "Dorim sa paricipam \Va rugam sa
ne transmiteti care sunt conditiile de INTRDATA
participare siin ce perioada are loc co
nferinta?" (n,p)
sir
utM )
if p<>stop
L then p~sir o
Al else sir
INT if q<5 then 17 (n,p)
else empty
INTxDAT IMTxDAT;
10 10 m

M
if pe>stop then p~sir
., else sir

DATA
1" Universitatea Titu Maiorescu va in
vita sa participati la a patra conferin
1 ta internationala desfasurata sub eg
ida <Educatie si Creativitate bazata
pe cunoasters >"

Fig. 2

In going from marking 4/ to marking £ by successive producers of signal transitions, we have an
intermediary marking £, which represents the network state at a certain moment of it’s functioning.

The marking /¢, , that can be seen in fig. 3, has the next form:
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